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10. Conclusions

In this paperwe hae presented a statistical analysis of through-
puts of Web transfers. This analysisaw performed using a & [4]
paclet-level trace of trafc at the Viéb site for the Atlanta Summer
Olympic Games. Obseed mean throughputs for these transfers
vary widely as a function of end-host location and time of day
confirming that a laye amount of heterogeneityists in the Inter- (5]
net. Our analysis sheed that despite these widanations the
transfer throughputdibited signifcant temporal and spatial sta-
bility. In particulay we found that:

1. Throughputs to seral indvidual internet hosts can be mod- [6]
eled using a log-normal disttition regardless of location.
More preciselywe found that for wer 50% of the hosts in
our study the log-normal ypothesis could not be rejected at [7]
ary level of significance, and that it characterized obsgrv
throughputs better than the other analytic distidns we
considered.

2. Nearby Internet hosts oftenvealmost identical probability
distributions of obserd throughput. The size of the clusters [g]
for which performance is identicahsies as a function loca-
tion on the Internet. Heever, our analyses shothat cluster
sizes in the range of 2-4 hopsnk for mary regions.

3. Our analysis of a small number of hostswhdhat end-to- [9]
end throughputs to hosts ofteary by less than attor of
two over time scales on the order of ngatens of minutes.
We also ind that throughputs are pietise stationary wer
time scales of this magnitude. [10]

Overall, these trdic characteristics indicate that there is great
promise in techniques that cache and share suctorietharac-
teristics amongst nearby hosts as well as within a single host
across connections. [11]
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Obviously, one cannot generalize these results toergdneral width indicated by TCP ackmdedgments and the actual band-
statements about the stability of Internet performangeitlis a width available to the TCP connection. He si®that on the
start. In particularthe fact that performance to certain hosts does Internet, TCP acks often sigitiéntly oserestimates thevailable
not widely \ary is promising and this bodes well for measurement- bandwidth (knan asack compression). In addition, he shes that
based adapte approaches to protocols and applications. W ack compression can be correlated with the loss of subsequent
intend to complete this analysis and obtain a much better underpaclets immediately after the ack compressicackgt pair [15] is
standing of temporal stability and the implications of these results a technique in which tespaclets are injected into the neatvk
on protocol design in current futureuk. back-to-back. The destination for these maskeflects these pack-

ets back to the source. Assuming that the agtwouters perform

: fair queuing, the time that separates the pisckpon reception at

8. Previous Work the source ges a good indication of the nadvik congestion along

Previous work in the area of end-to-end performance characteriza- the path. [7] describes a mechanism for estimating arétievel

tion and probing hee fallen into two major catgories (i) passie performance between hosts in the Internet. The authors describe

characterization of wide area fiiafpatterns and (ii) delopment WO tools used to measure netk-level performance between cli-

of new techniques to probe for nevk resources. ents and seers.Bprobes are packt pairs designed to measure the
bandwidth of the bottleneck link betweenatosts, andprobes

8.1 Network Characterization are designed to measure the amount of congestion on the path

between hosts. Earlieraxk, [1] and [12], used periodic UDP
Past work in network characterization has tak traces from web probe packts to measure transit time and loss patterns for Internet
seners, backbone netwks and local area netrks and deeloped connections betweereXas and Maryland. [4] performed similar
traffic models from them. Characteristics thaténheen xamined experiments for the connection between France and Maryland for
include interarwal patterns, access patterns and transfer size dis-time scales arying from a fev milliseconds to a f@ minutes.
tributions. [20] @amines tréffc between a sy web serer and its
clients. In addition, Mogul performedwaal traceroute, ping and
bandwidth tests between the clients and egeim an attempt to 9. Future Work

correlate these netwk-level events with recefer bandwidths. [3]  1cp performance Analysis and improvements: We described in

examines the wrkload of seeral Web serers and identiés se- Section2 that we were only able to capture peicacknevledg-
eral invariant characteristics. These characteristics include meanyants coming from clients and not seside data paeks. Unfor-

transfer size (< 21KB)jlé size distriition (Rareto), intemefer- tunately this males it dificult to examine hev well current TCP
ence arnal distritution (exponential distrinted and independent),  jmplementations perform congestion control and lossvergole
access locality (10% of the domains account for >75%djafn are currently implementing a TCP sendigfle emulator that tals

contrast to these sewcentric traces, [17] captured client-centric  5¢ input a sequence of ackriedgments and can reconstruct the
WWW traces and characterized such client specific information asgangemside TCP state with high accuyatVith this emulatarwe
the.distrihution of user think andusy times, the numbgr of items plan to quantify the limitations of TCP sender loss vecy and
retrieved per web page, the number of web pagesvettiper web  congestion control algorithms in the presence of typicet Wans-
browsing “session”, and other user spaclirovsing behaior. fers (short simultaneous connections from vittlial hosts). W
[13] measured the paekinterarrivals patterns for connections on  gi5o plan to imestigate seeral solutions to these limitations,

the NSENET national backbone, sting that the pacit arrivals including nev loss recwery algorithms and an irgeated approach
followed a “packt train” rather than a Poisson aali pattern [16] to congestion control and loss reeoy.

first shaved that netwrk trafic exhibits self-similar behaior, dis-

playing identical brsty statistical properties at anety of time ~ Caching of Network Parameters: We hase shovn in Sections 6 and
scales. [8] presentsriglence indicating the self-similarity of 7 that nearby hostsgerience similar or identical throughput per-
WWW traffic, and eplains this behéor by examining the distri- formance within a time period measured in minutes. Thisvieha

bution of WWW document sizes, thefedts of caching, and the leads to the idea afaching network parameters for a single host
behaior and aggreation of indiidual clients. [5] analyzes trans- ~ @cross connections as well as across multiple nearby hosts. This
fer sizes for aariety of applications and uses this data to generate could be done at theseral levels in the netarking stack. At the
models to synthesize tfaf for individual connections. [10] and  transport layerwe can gploit the temporal and spatial locality in
[11] present empirical models for modeling connection and ses- TCP connections and share useful information across the protocol
sion arrizals as well as generating artificiabrkloads for common  control blocks of indiidual connections. At the application layer
applications such as TELNET and FTP7] focused on FTP con- ~ We are gamining the idea of a “performance database” where cli-
nections on the mainagevay to the Uniersity of Colorado net- ~ €nts can query and report on the throughput to distantomketw
work, measuring pa&k type (directory query vslé transfer clouds.

paclet) and transfer sizes. [23famines wide-area tréd traces  oyr system consists of clients with maeiif netvwork stacks that
and denes analytic models that describe the number of bytes SeNtyerform periodic measurements of netk parameters indepen-

and receied for \arious types of connections suchf@steinet, dent of application, or connection. These clients enpériodic
andnntp. In [26], the authorxamines connection and session performance reports (similar to RTP recever reports) taggrega-
arrival processes for applications sucheset andftp and shwrs tion servers that synthesize and combine the performance reports
that Poisson processes sometimes greatly underestimate fioe traf from individual clients and distill the reports into single perfor-
burstiness for these applications. mance metrics with appropriate cinfeince interals. Clients also

. communicate witlperformance servers when contacting ne
8.2 Network Probing hosts (for @ample, when performing a Domain Name System

lookup from name to IP address). These performanceserv
determine the appropriate cluster for the distant and nearby host
and return the appropriate aggaéed performance metric to the
client. We intend to design and implement a prototype system
[19] examines the relationship between the instantaneous band-based on these ideas in the CAIRN [6] wide area testbed.

Work in network probing algorithms h& concentrated on obtain-
ing end-to-end performance estimates more quickly and accu-
rately
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Figure 11. Time series plot of thoughput for an “unstable”
host on a log scale

put, B(t), at discrete instants of time, we consider a sequence o
random wariablesBy, By, ..., B,, drawn from B(t) in order to deter-
mine the time scalesver which the throughput stochastic process
is WSS. In generaBB(t) is not WSS wer arbitrary time scales,
although it ispiecewise WSS over shorter time scales. Our goal is
to understand and quantify this beloe.

In addition to understanding thegtee of stationariﬁ/in the
underlying process, we are also interested in determining th
amount by which successi throughput samples change. This is
because abrupt changegeo short time scales can occwea
whenB(t) is stationaryFor example, the xpected alues ofB(t)
could be equalwer a time interal T, but the standard d&tion of
B(t) could span multiple orders of magnitude, making it hard for
protocols and applications to adapt @rying conditions in a
timely mannerThus, we défie the notion of persistence, which
guantifies the dgree of change in successisamples.

For example, a random proceXst) with expectation 50 units and
standard déation 50 units for alt is stationarybut is not persis-
tent stable because successsamples couldary by as much as
100 units, with non-tvial probability These tw notions of stabil-

ity are elaborated upon and quantified in the remainder of this sec

tion.

7.2 Methodology

We focus on a 3-hour gment of the trace in order to perform this
analysis. Br each host, we taeksuccesse 2-minute interals and

Cumulative Probability

0.5 1 1.5 P 2.0
Relative change between succegsisamples

Figure 12. Cumulative distribution functions of differences
between succesge samples

fsame round-trip delayost C vas unreachable by our subsequent

traceroute probe.

For each sample point definet(x) to be the minimum time until a
later sample with a completely nomeslapping errorbaif there is

no overlap between errorbars ofaveamples separated by time
then it implies that there is a strong probability that the underlying

process has changed and no longer has the same mean, which
eyields an upper bound on the duration of stationa@ityr analysis

of 10 hosts that had samplegeo most of the three-hour period
shaowved that the distrilition of T was lagely independent of the
host, @en though (as sk in FigureslO and 11) the time series
plots of the diferent hosts areery different. Thus, it is possible
that the throughputs obsexd by end-hosts are pietise station-
ary over time scales on the order of mdrundred minutes (i.e., we
cannot conclusely shav otherwise). This mads it possible to use
techniques based on empirical autocorrelation functions to analyze
the time-dependence of throughput samphear the time scales
over which throughputs are (with high probability) stationary —
we are irestigating this in ongoing ark.

We nav consider the notion of persistence, which is a measure of

the time duration between changes in obsérthroughputs. ¢t

each pair of success samples, we quantify the “maximum”
likely change in throughputs by finding thefaiénce between the
higher error bar of one sample and thedoerror bar of the other
(or vice \ersa). V¢ compute the CDF of the amount of change
between success samples and analyze this. This is useful in
mary practical situations, where protocols and applications are

obtain throughput samples for transfers to the host. These sampletiined to adapt to and certain maximuaniations in neterk con-

are measured the samaynas in the prdous sections, with care

ditions.

taken to treat coarse retransmission timeouts and concurrent TCP
connections. Thus, we obtain a time series plot of throughput sam-7.3 Results

ples (in Kbps). These are sho in FigureslO and 11, where
throughputs are plotted as a function of time on a log-scale.
Figure10 shevs two examples of hosts with “stable” performance
(hosts A and B), while Figurkl shavs an &ample of a host (host

C) with more warying performance. Each sample on the esicor-
responds to instances where there were at least fe@edif sam-
ples in the 10-minute period, and the corresponding errorbars ar
shavn as well. Host A was 14 hopsway from the Véb serer with

a round-trip delay of 130 ms. Host Bag/20 hopswaay with the

2. Unless otherwise specified, we use “stationary” to mean “wide-

sense stationary”, according to our definition of the term.

Figure12 shavs the CDF of persistence for the three hosts corre-
sponding to the three hosts whose time series plots anensho
Figures1l0 and 11. W ind that successe samples for one of the
two hosts maréd “stable” (host A) ary by less than a€tor of 2
over the entire trace period. &v90% of the successi through-

Jut samples for host Bawy by less than aétor of 2. This, coupled

with the earlier obseation of long-term stationarity indicates that
these hosts shoa significant amount of temporal persistence.

In contrast, for the host ma#l “unstable” (host C), about ow
thirds of the succesa samples diéred by more than aétor of
two. Thus, this host shes signifcant short term ariations in
throughput.
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6.2 Results hosts on a log scale.

Table2 shavs the number of clusters that sa@dfHC for each
cluster sizé=(2..6). The fct thatHC is satisfied for a majority of
clusters indicates that nearby hosts often olessimilar or identi-

cal throughputs. ThatiC is not satised for all clusters is not
unexpected — not all clusters consist of hosts on the samerietw
subnet. Br example, tvo nearby routers acting as WWW proxies
may be geographically close to each qtbet each acts as a repre-
sentatve for a lage group of heterogeneous hosts. Also, we note
that less than half of the clusters of size 6 satigfi€d This is not
surprising, since as the cluster size increases, the probability that

hosts with diferent bottleneck links will be agggated together 7. Temporal Stability
into a single cluster also increases, leading talgefattempt at
clustering.

identical throughput characteristics than in the random cluster
However, the distrilution of slopes for the random cluster is not
completely uniform. This is not urpected, because geographi-
cally separated hosts that are connected via similarly constrained
bottleneck links will hae B, distributions that are identical. One
example of this phenomenon is ISDN or modem users who are
limited by their direct connection to the Internet. Most of these
users will hae identical throughput distrittionsB,;.

In Section6, we analyzed the deee of spatial stability of
obsened throughputs to end-hosts and demonstrated that nearby
hosts often display the same statistical vé&raWe nav turn to

the analysis of stability of this performance metreratime.

To quantify this d&ct of “false clustering”, we chose a set of hosts
at random and treated them as a single clu3teis cluster is
designed to indicate theonst-case scenario of clustering geo-
graphically separated hosts and mistal trying to correlate their
performance. Not ux@ectedly the random cluster did not satisfy
the typothesisHC, as only 86 host pairs satedd HP while 177
pairs iled to satisfyHP.

Figure9 compares this “random” clustereagst the sample cluster
of size 2 by shwing the cumulatie distritution functions of
slopes for each clustéiVe can notice from thegure that the 2-

hop cluster has morealues close to 1 than the randomly selected | \\g also need the condition thEX(t)X(11)] depends only on
cluster which means that more hosts in the 2-hop clustee ha (ﬁ—t) but we dont consider this further in this paper

7.1 Two Notions of Temporal Stability

We distinguish between and consideo tahfferent notions of tem-
poral stability —wide-sense stationarity andpersistence. A sto-
chastic procesX(t) is wide-sense stationary (WSSEIfX(t)] and
E[X?(t)] are independent at. Since we hee samples of through-




1 the hosts hae a R of 0.9 or greateMe notice that of the four dis-

0.9 tributions, the log-normal distrittion is the most skved tavards
: high values of B. This means that of the distitions we consid-
0.8 Pareto -_H-_ ered, a log-normal distrniftion does best at modeling an widual
0.7 ) — > hosts throughput probability distriliion. e also see thatgtan-
2 06 Uniform not be rejected at = 0.5 (the maximum possible from this test) for
= 7 Log-Extreme about 50% of the obsesd samples. That means that for 50% of
< 0.5 the samples, it is impossible to say that the measured samples are
S 04 Log-Norma not modeled well by a log-normal distuifion. In contrast, the cor-
o responding percentages for the other distiims are 8% (&eto),
0.3 22% (uniform), and 21% (logxereme). Similar conclusions apply
0.2 at other Igels of significance ranging from 0.25 to 0.01. This anal-
0.1 - ysis suggests that the obseavthroughputs to marhosts can be
analytically modeled as a log-normal disttiion.
0—0T07 03 02 05708 0.7 08 09 !
R 6. Spatial Stability
Figure 7. CDF of the walues ofR? for the four compared In this section, we irestigate the dgree to which nearby hosts in a
distrib utions. The “+” marks show the a = 0.5 levels of cluster see similar throughputs.
significance.

6.1 Methodology
lem, havever, because we are more interested in the general shape

of the cure (normal vs. ponential vs. uniform) rather than sho 10 determine the similarity of measured throughputs between

ing that a particular analytical modedaetly fits our measured data  nearby hosts, wexamined a section of the traceveoing 2 suc-
sets. cessve 3-hour time periods.df each period, we determined if

hosts in the same clustemsaimilar throughputs from this sew
Using thetraceroute information described in Secti@) we found

5. Analyzing and Modeling Individual Host all clusters of siz&=2..6 that had at least 3 members. This corre-

Performance sponds to hosts connected to a common router 1, 2, and 3 hops
away, respectiely. There were approximately 20,000 clusters of

In this section, we attempt to determinevhthhe random ariable size 2, 10,000 clusters of size 4, and 4000 clusters of size 6. The

B, behaes for all hosts in the studWe first discuss hw we use actual number of clusters consideredet#d from time period to
the statistical methods outlined in SectibniMe then present the  time period. Maw clusters did not contain enough hosts with

results of the analysis and some implications of these results. enough samples to makneaningful decile-decile comparisons, so
the number of clusters actually considered is smaller than the num-
5.1 Methodology ber of possible clusters. #\then used the decile-decile methods

described in Sectiof to compare the throughput distriton B
for each cluster member with each other cluster merBlyesam-
ining the residual errpslope, and intercept of the bestifie, we
can determine whether or not the randariablesB; for that pair
of hosts were identically distuiibed.

Our goal is to determine if the randorariableB,; can be charac-
terized by some well-kiven analytic model. The specific choice of
the parameters in the model (fotaenple, the mean and standard
deviation for a Gaussian distrition, or the parameteesandf for

an Extreme distriltion) will obviously vary from host to host —
our objectve is to determine B, follows some consistent “shape”  To quantitatrely shav the dgree to which nearby hosts share net-
or distritution family for all destinationsq. In order to preent work performance, we define thgdotheses:

anomalous samples fromesking our results, we only include

hosts with at least 40 samples. HP: The specified pair of hosts have “almost” identical distribu-

tions, and
We compared the throughputs in the log domaairesg four ana-

e s . . HC: Hosts in the specified cluster have almost identical distribu-
lytic distributions: (i) uniform between the minimum and maxi-

mum obserations, (ii) normal, (iii) &reme, and (i) exponential. Hions,
This corresponds to the original throughputsiha distritutions and determine vo mary pairs of hosts per cluster sati$f> and
(i) uniform, (ii) log-normal, (iii) log-&treme, and {) Pareto, how mary clusters satisf#iC. In order forHP to hold for a pair of
parameter 2, respeatly. hosts, we require thealue ofR? for the bestif line to be greater
than 0.85, the slope of the bestihe to be between 0.6 and 1.4,
5.2 Results and for the 90% confidence intahfor intercept of the best line to
include 0. Ir HC to hold for a specific clustethe number of host
We compared measured throughpuéoseveral three-hour peri-  pairs in the cluster wheP holds must xceed the number of
ods in our trace with the analytical distrttons. Figure? shavs host pairs wher&lP does not hold.

the CDF of the alues ofR? for the four distriltions from one of

these 3-hour periods. Analysis of the other three-hour periods pro-N Order to present anxample of hav the fypothesesiC andHP
duced virtually identical results. There are four @syone for '€ satised, Figure shavs the cumulatie distritution function
each analytical distrition we measured. Also included for each Of best it line slopes for a sample cluster of size 2. Theival
curwe is a “+” mark that shws at thea = 0.5 level of signifcance lines indicate the minimum and maximum slopes that saki$ty
whether or not theypothesis HO can be rejected. The greater that Notice that the number of pairs between the times is much

the cure is slkewed tavards a B of 1, the better that the analytical more than one-half the_ total number of pairs. Therefore, this clus-
distribution fits the measured throughputsrfxample, the cur ter has slopes that satisfiC. If we also ind that more than one-

labeled “log-normal” indicates that approximately 75 percent of Nalf of the pairs hae high alues of R and bestif line intercepts
that are close to 0,then we can say that this cluster satikfies



A histogram is a discretized representation of the PDF using bins,
and allavs us to graphically represent the digitibn of the mea-
sured and analytic randonanables. The disadwntage of this
approach is that it does not lend itself to automatically making mil-
lions of comparisons, which made it impossible to use.

A Chi-squared test is an attempt to automate this process by com-
paring the obseerd frequeng of a measuredariable with those
obtained from an analytical disttibon. One disadantage of this
approach is that the tesbrks well only when the number of items
that falls into aty particular cell is approximately the samewviHo

ever, it is relatvely difficult to determine the correct cell widths in
adwance for diferent measured data sets. Another diaathge of

this approach is that itavks well when the number of measured
samples is lafe, as the mean andniance of the ypothesized dis-
tribution must be sped@#fd in adwance. This may be di€ult to do - 0 2 4 6 8 10 12 14
accurately for data sets with small number of samplesy\én L ogy(throughput)

our measurements consisted of relly small numbers of sam- ) ] ] o
ples, and we belied that &cluding these samples could bias our Figure 5. Comparison of analytical and empirical
data. Morewer, the test requires that the data béddid into spe- measurements: cdf vs. cdf

cific bins. While this may be appropriate with discrete data which

can tale on only a small number oéles, it is at best an arbitrary 6
process when thealues come from a continuous distrilon.
Since the results of the chi-square test Gy with hav the data 5

are dvided, this test is not a good altermativhen dealing with /
continuous population disttitions.

Cumulative Distribution

A Kolmogorwo/-Smirnor test compares a measured disttiiin and

an analytical distribtion by inding the maximum dférences
between the te variables’ cumulatie distritution functions. V&
decided to not use this approach because thienKgorov-
Smirinov test works best when the number of measured samples is
small, and we had marhosts with thousands of throughput sam-
ples.

Analytical Log2(throughput)

A quantile-quantile plot comparesawdistritutions by plotting the
inverse of the cumulat distritution functionF-(x) for two vari- T ) Kl .\ 5 5 7 e}

ables and determining the beistifie (as determined by the mini- Empirical L og,(throughput)

mum mean square error) of the resulting scatter plot. If the

coeficient of determination (defined &8 = (1 - SSE/SST), where Figure 6. Comparison of analytic and empirical

SSE is the mean squared error with respect to the linesaiids measurements: Q-Q plot.

the mean squared error with respect to the mean) is high, then the

two distritutions hae the same shape with possiblyfdient ) ) . o
parameters (e.g., both randoariables are Normal). Furthermore, ~When comparing a measureariable to an analytical distrtion,

if the slope of the resulting line is close to unity and the y-intercept it IS useful to quantify our cordence that the analytic form
of the resulting line is close to 0, then thariables are almost describes the measured samples. Although the quantile-quantile
identically distrituted (e.g., both randorasiables areN(0,1)) plot acts as a goauetricin determining the éctiveness of ait

[14]. We decided to use quantile-quantile plots as our primary it does not allw us to directly gpress ourconfidencen the good-
method in comparing distriions with analytic models and other = N€ss of aif. To determine the dgee of conflence, we used the
measured distrittions. W chose this method because it easily Shapiro-Wik test [9] to quantify the ééctiveness of theitffor a

lends itself to answering parts (i) and (ii) with a single operation, Normal distrilution. e define the nullypothesis:

and works well on a ariety of sample sizes. 8\chose to use  H0: the measured samples X1, ..., XN come from a given analytic
decile-decile plots (10 quantiles per randoaniable) in making distribution.

comparisons betweerasables. Figur® and Figurés shav this

. . . B 2 . 2
process in more detail. FiguBeshavs the cumulatie distritution Given the codicient of determinatioR”, we defineZ = n(1 - R*)
function of the measured throughput for a single host and the@nd Us€Z, the number of samples, and weleof conidenced to
cumulative distritution function of a normal distrittion. From determine whether we must reject the nypéthesis0. By com-
these CDFs, we find thalies of the iverse of the CDF atalues paring our confidencevel in rejecting the nullypothesis for ar-

0.1, ..., 0.9 and plot this parametric function (x(prob),y(prob)) on a i0us analytical distribtions, we can compare théeitiveness of

single graph. Figuré shavs this parametric plot and the corre- these distribtions to determine which one beiss bur measured

sponding bestfline. The error between the parametric euand ~ data.a—levels of signiicance for these distrifions are gien in

the bestit line is small, which leads to a?Ralue that is close to  [9]-

one. This means that this haeskbg(throughput) is well-described |t is important to notice that it can befitifilt to state with high

using a normal distrition. Examining the slope of the be#t-f  conidence that a particular analytical distriton fits a measured

line, we fnd that the slope is not close to 1, implying that the data set. There are potentially an infinite number ofesuthiat we

parameters of this hosthormal distribtion are diferent than the  can fit through a finite number of measured data points. As a result,

parameters of the analytic distition. a positie result comes about not by acceptifbut by failing to
rejectHO with ary level of confdence. This is not a major prob-
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Figure 3. Cumulative Distribution Functions of request and response transfer lengths (on a log scale) a over the 106 hour period
described in Figure 2.

of our data set.d@ our knavledge, this is the lgest b packt

o trace collected to date. This section also highlights tigeegeof
0.9 throughput ariation obsered for typical Internet transfers. Thus,
0.8 our challenge is to apply statistics to process thigelapllection
0.7 of traces and discern patterns in the probabilistic digiohs of
2 throughputs, andxplore the ideas of spatial and temporal through-
= 06 put stability Sections 5 through 7 delop these ideas furthdn
E 05 the net section, we present some statistical machinery and nota-
DE_ 0.4 tion that fcilitates this process.
0.3 . .
0.2 4., Statistical M ethodology and Notation
0.1 In this section, we present amesview of the diferent statistical
0 techniques used in the analysis of the data we obtainecdtakt

Z 4 6 S it with some definitions and notation.
M ean observed throughput (K bps, 10g,-scale)
4.1 Terminology
Figure 4. (a) CDF of mean throughputsfrom the server to . .
30,000 random hosts over a three hour period. The mean We deine B; as the randomariable that describes the throughput

observed throughput varies between 6 and 1000 K bps. seen by hos{ over a short time scale. Inddual hosts may be
aggreated together intolusters of sizek wherek is the maximum

paClet traces were not collected. During the collection period, 189 distance (|n netark hops a|0ng the graph formed from theer-
GB of outgoing data were transferred at eerage rate of almost 4 oyte information in Sectior?.1) from ay host to ag other host. A
Mbps. The peak throughput sustaine#toa one second duration  host may simultaneously be in multiple clusters at a single time for

from this port vas 14.2 Mbps. The distuition of request paei different \alues ofk. For example, a host is usually in a cluster of
lengths (i.e. the GET request from the client) and response transfekjze 2 which corresponds to its local subnet as well as in clusters of
lengths for the same 120 hour period areashin Figure3. The sizesk=4..6 (which could correspond to an administrati

mean, median and standardidéion of request sizes are 355, 345, domain).

and 94 bytes respeeély., and the mean, median, and standard

deviation of response sizes are 5543, 3114, and 6203 bytes, respec¢t 2 Choice of Statistical M ethod

tively.

y Recall that tw of our main goals are to determine the statistical
distributions of throughputs to dérent sites and to determine if
The second aspect of Internet heterogeneity thatlgitselfis the ~ “nearby” hosts can be aggaged together as hiag identical net-
end-to-end throughput for data transfers. Figushavs the CDF work performance.

of mean throughputs obsed for.transfers to SOQOO randomly These goals require us (i) to compare ahd fjiven set of mea-
chosen hostsver one representat three hour period, onalpg  g,req samples from a distifion to an appropriate theoretical one
scale. As described prieusly, performing a log-transformation i, o der to characterize the distition of throughputs, and (ii) to

befog a;fr]]_alyzing 'lrheddtata ?Iiminateséht;e g;lobler;s causc(je(ﬂay outlivompare tw sets of measured samples and decide if toeran-
ers. tor this sample dataset measured between 7am and 12pm on g,y \griates corresponding to each disttibn are identically dis-

weekday the obsered mean throughput ranged between 6 and i) taq

1000 Kbps, with a mean of 44 Kbps and a median of 34 Kbps. This ’

variation conirms that end-to-end netwk performance aries There are seeral diferent methods that we considered using to
widely as a function of end-host location, and also emphasizes thagnswer these twquestions: simple histograms, Chi-square tests,
the Web serer was not the bottleneck in thererall end-to-end Kolmogoro/-Smirnor tests, and quantile-quantile plots ([9], [14]
performance for most hosts. provide excellent descriptions of these techniquesk Ww
describe our reasoning in choosing the method we used.

Heterogeneity and variety: Figure4

The information presented in this section highlights the magnitude



Trace Statistic Value
Trace collection start July 11, 5 pm
Trace collection end Aug 6, 12 am
Paclets captured 1,540,312,422,
Paclets dropped 7,677,854
Paclet drop percentage 0.498%
Distinct client addresses 721,417
Clients reached by traceroute 314,771
Distinct hosts in topology (incl routers) 865,661
Size of packt trace ~189 GB
Number of HTTP requests captured ~60,000,000

TABLE 1. Trace Statistics

lar, this implies that we did nokplicitly capture ag data packts
sent from the seer to the client. Hwever, this does not pwent us
from reconstructing thevents that happened at the samand
when packts were transmitted as a function of time,qdained
below.

The lack of data paeits does not pvent us from determining the

paclet sequence trace as a function of time, since we can estimat

this from the sequence of TCP ackrledgments, and in the
absence of losses, predict the times at which the TCP sender tran
mits paclets. In order to accurately reconstruct sendents dur-

ing loss recwery, we modifed the TCP stack on a subset of the
seners to transmit the TCP/IP header (together with information
on the current sender congestion wiwdsize, smoothed round-
trip time estimate, and number of duplicate ackiemigments
causing the retransmission) ofyaretransmitted paek on the
token ring interéce to our collection machine. This retransmission
information combined with the pagktraces and kndedge of the
TCP algorithms at the sewallov us to reconstruct the outgoing
data stream with high accusac

Analyzing the spatial stability of obsey performance requires a
detailed knavledge of the netark topology to each host. @w
several weeks follwing the Olympics, we ran theaceroute [28]
utility from the serer cluster to each client IP address that
appeared in our paektraces. This alies us to record the path that
sener-side data took from the semto each client in our trace.
When thearaceroutes were being run, the siteas connected to the
Internet by a single T3 to the NY SprinAR Clearly the change

in topology and the delay beforaceroute was performed could
cause the paths recorded tyceroute to be somehat diferent
from the routes tadn by packts during the Olympics [25]. M6
ever, the path information obtained still mides a great deal of
information about the locality and distuition of the clients on the
Internet. Altogether44% of the end hosts were reached by the
traceroute runs in the subsequent weeks after the Olympies. W
believe that the blk of the unreached hosts maywbadeen tempo-
rarily disconnected, behinitéwalls, or hae been localized net-
work problems.

2.2 Rerformance Metrics and Rarameters

The rav paclet traces were post-processed iradety of ways to
calculate arious such as connection throughput, connection
lengths, request and response sizes, etdcstérted our analysis by
measuring throughput as theeeage bandwidthwer a single TCP
connection from a single client. iWever, a preliminary analysis of
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Figure 2. Aggegate throughput leaving the site on port 80
starting at time 12.15 am, EDT on July 30, 1996.

connection behaor shaved that retransmissions caused by time-

outs added significant randomness to the connection durations and

resulting bandwidths, because of the coarseness of the retransmis-

sion timer We found that wer 50% of all retransmissions were

caused by coarse timeouts rather thandst fetransmissions.
ecause we were more interested in obtaining an accuratevie

he aailable network bandwidth without being ihfenced by the

Specifc details of the TCP retransmission timer (which is neces-

sarily conserative), we &cluded periods where all of a hasTCP
connections were undgwing a retransmission timeout.eVdid
include the time consumed by thast retransmission anddt
recorery mechanisms while obtaining each throughput sample,
since this did not result in connection stalls.

Another complication arose from the use of multiple concurrent
TCP connections by mgrecurrent Véb bravsers. Vé were inter-
ested in measuring the aggage throughput to a client host rather
than the throughput across an indual connection, so we aggre-
gated throughput measurements across parallel connections from
the same IP address.

The combination of these twconsiderations leads to the foliog
definition ofthroughput: it is the ratio of the number of bytes trans-
mitted to the duration of transmission, across allvacpiarallel

TCP connections from a particular clientckiding intenals when

all connections are stalled due to TCP timeouts or when no con-
nections are aaté from a particular client. Each stall-free intrv

is used as a single throughput sample. Finaleyperformed a log-
transformation (base 2) on the throughput data (as described in
[23]) to reduce the &dct that outliers hae on the sample data. All

of the analysis is performed in the log domain.

We then used the statistical techniques described in Sectmn
compare the measured samples winious analytical distril-
tions and to compare hosts within a cluster to see if their through-
put samples were identically distuited.

3. Aggregate Taffic Statistics

In this section, we first present the details of the trace data we col-
lected. V¢ then discuss some aspectsafability in the Internet,
focusing on wariations in end-host TCP behar as well as on
obsenred throughputs for data transfers tdefiént hosts.

Aggregate statistics: Figure2 shavs the throughput of web tfaf
on port 80 for 106 hours gmning at 12.15 am, EQDn July 30,
1996. The gps in the graph correspond to periods during which
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Figure 1. WWW Server and Monitoring Setup

normal distrilution compared to other common analytical dis- www.atlanta.olympic.org). Figurel shavs the topology of the @b
tributions we considered. site’s netvork and the hardare used at the site. During the Olym-

. ics, the site ws connected via T3 links to each of the 4 U.S. Net-
* \We find that Internet hosts that are close to each other can ofter?'> : X i
be described by nearly identical probability disttibns of work Access Points (NPs), located in Chicago (Bellcore and

throughput. That is, there is no significant statisticdééhce Ameritech), the San Francisco Bay Area (Bellcore aadifie

ell), New York (Sprint), and Wshington, D.C. (MFS Datanet). In
between t_he throughputs seen by hosts that are close to ea(:Eddition, there were mirror sites at Cornell (N, Xeio (Japan),
other relatve to the serr.

Karlsruhe (Germay) and Hurslg (U.K.), for which we did not
® Qur analysis of a small number of hostswetthat end-to-end collect data. More details about the site structure and aaftused
throughputs to hosts ofteramy by less than attor of two at this high-performance senvare aailable from [22].
over time scales on the order of igaens of minutes. Walso
find that throughputs are piegise stationary wer time scales
of this magnitude.

Requests for data from wnmlient arrve at the Wb site routed
through the appropriate InterneAR These requests are passed to
a load-balancing connection router [2, 29], that disteés them
The remainder of this paper isganized as follows. Sectior2 across seeral serer nodes. These nodes retaehe appropriate
describes the content of the fiaftraces used and the basic pro- Web objects and transmit thermen an internal AM network and
cessing we performed on the data to obtain the end-to-endriketw through the Internet to the clients.
e e o 1 e montred all th it coming o the site and brained
Section4 describes thearious statistical methods that we used to paclet-level traces of this trét by running thacpdump [18] util-
analyze these characteristics. Seci@nalyzes the typical perfor- ity on a machine placed on the évkring connecting the load-bal-
L . : ; g ancing router to the sewnodes (see Figulg. This machine as
T o] herL o delons o el SISLSICal an 1B 150Nz Pentium Pro PC running BSDIOS 2.1 from
- : . BSDI. We etracted and stored thiest 350 bytes of eery paclet
ship between the obsed performance of arbitrary end hosts and destined to TCP port 80 (the HTTP port), compressing this data
their neighbors in the netwk to characterize the geee of spatial on-the-fy using thegzip utility. The serer also transmitted other

?;?r?wlgmg%(gﬁ?;gzgg?s éhceoﬂlpag?er; (:Lg rségﬁll‘fscgftrﬁig;: data to the clients on other ports, such as streaming audididV
. i o . . not capture this data due to limited storage space and the high
\;Vr;t(:' fﬂ;ﬁ:l:u]saﬁgoitgsslgctt?;gg%O‘ﬁlctljdzzﬁssse%rggmcurren'ovk paclet capture rates. hiever, this does not &ct our results
P ) because the tréi€ to port 80 gres us a relately consistent sub-
] sample of trdfc to the diferent clients. Periodicallythe packt
2. Data Collection trace fles were dumped onto tape. Limited disk storage and tape
) ) ) ] ) drive speed resulted in occasional periods during which tHetraf
This section describes the details of the trace collection and thewas not monitored. The gray rectangles in Figushav examples
postprocessing performed on the petckaces. W also describe  of periods during which paek traces were not collectecable1

the details of the netwk performance metrics and parameters summarizes the agggate details of the collected traces.

used in the rest of this paper ) )
Due to the location of the machine and the topology of theeserv

i : comple, we could only capture paets coming from the clients
2.1 Data Collection Siteand Methodology into the web semr comple. These paaits include the initial TCP
The Web traces used in this paper come from the primaaly ¥ite SYN paclet from the client, the HTTP request patg, all
for the Atlanta Olympic gmes (Summer 1996). Located in South- acknavledgments for data sent from the s&rto the client, and
bury, CT, the Wb site vas maintained and run by IBNt{p:/ the TCP FIN or RST paek terminating the connection. In particu-
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Abstract

The Internet is aery lage scale, compie dynamical system that
is hard to model and analyze. In this pape deelop and ana-
lyze statistical models for the obsedvend-to-end netwk perfor-
mance based onxensive paclet-level traces (consisting of
approximately 1.5 billion paeits) collected from the primaryaly/
site for the Atlanta Summer Olympic Games in 1996.fivd that
obsered mean throughputs for these transfers measwed6®
million complete connectionsawy widely as a function of end-
host location and time of dagonfirming that the Internet is char-
acterized by a lge dgree of heterogeneitidespite this heteroge-
neity, we find (using best-fit lineargeession techniques) that we

can epress the throughput for & transfers to most hosts as a

random wariable with a log-normal distnition. Then, using
obsered throughput as the control parametes attempt to quan-

tify the spatial (statistical similarity across neighboring hosts) and

temporal (persistencewer time) stability of netark performance.

We find that Internet hosts that are close to each other often ha

almost identically distribted probability distribtions of through-
put. We also find that throughputs to imdiual hosts often do not
change appreciably forweral minutes. Oerall, these results indi-
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challenging problem, and the insightsmed from a detailed anal-
ysis will have important implications on protocol, application, and
network systems design.

In this paperwe deelop and analyze statistical models for the
obsened end-to-end netwk performance for ingidual hosts in
the Internet. This is based oxtensive and detailed paek-level
traces collected from the primaryely serer, run by IBM, for the
1996 Atlanta Summer Olympic Games. The traces consist of tens
of millions of Web transfers and approximately 1.5 billion petsk
Of particular interest to us in thisonk is the analysis of thaabil-

ity of network parameters, especially the obsghthroughputs for
data transfers. This is madited by thedct thatprobing andadap-
tation are lkey components of mametwork protocols and applica-
tions in best-eébrt networks, and the obseation that the
effectiveness of adaptation is determined by thgreke of stability

in the netvork.

If certain netvark performance metrics and parameters are indeed
stable, it will enable the sharing of nettk information amongst

protocols and applications. Useful information can also be cached
for future use by protocols and applications. In addition, the stabil-
ity of network performance across groups of hosts that are geo-

cate that there is promise in protocol mechanisms that cache and@raphically close to each other promotes the attragossibility
share netark characteristics both within a single host and Of sharing this information between hosts.

amongst nearby hosts.

1. Introduction

We analyze tw forms of stability in this papespatial stability,
which determines what thesiation in the obseed parameter is

to a single host as well as to a cluster of neighboring hosts, and
temporal stability, which determines the time scalegen which

One of the fundamental philosophies upon which the Internet various obsemd parameters arahd. We seek to answer the fol-

operates is that it is a besfart network without ary support for
resenations or performance guarantees. This results in avediati
simple, scalable design of the internals of the wekwand the
compleities associated with reoist and reliable data transfer are
moved to the end hostsoDbtain good eerall performance, hosts
must not load the netwk with trafic incommensurate with what
the netvork can support at grtime. Network protocols such as

TCP and applications must therefore periodically probe the net-

work to determine thevailability of resources (e.g. bandwidth)
available in the netark and adapt to changing nettk conditions.
The control algorithms that gern the adaptation of protocols

result in a ery compl& dynamical system. Understanding and
modeling \arious aspects of Internet performance is therefore a

lowing specific questions:

1. At ary time, can the throughput that an widual host
obseres be described by an analytic probability distiidm
with a high dgree of confidence? If so, what is the form of
such a distribtion?

2. Do hosts that are close to each other in the orétaee simi-
lar performance for data transfers from other hosyg?-T
cally, how large are such clusters of hosts with similar
performance?

3. How does the throughput obsed/by a single hostavy as a
function of time? Oer what time scales are obsedv
throughputs relately stable?

Our analysis yields the folldng main results:

® Despite the lage amount of end-host heterogengitye ind
that we can oftenx@ress the throughput seen by an end host as
a random griable using a log-normal probability distriion.
More specitally, the level of confdence is highest for a log-



