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ABSTRACT

The analysis of traffic from wide and local area network sites show that cyclical trends are a characteristic
feature in transport control protocol (TCP) traffic. The pattern of the estimates of conditional expectations
indicate that cyclical behavior is restricted to a set of amplitude regimes in the traffic rate process. The
application of non-linear processes to model the aforementioned features is investigated. A non-linear
time series model captures the traffic features with a reduced number of parameters relative to a linear
model and is more accurate in its reconstruction of the autocorrelation estimates. The control mechanism
in TCP and stochastic properties of the ack round-trip-times can play a fundamental role in generating
cyclical trends in TCP traffic. A simulation based analysis of TCP is presented that demonstrates how the
control mechanism in TCP can induce periodic components into a random application layer traffic stream.

1. INTRODUCTION

Traffic measurement studi€s$ 2 B have amply demonstrated that data traffic is characterized by
complex traffic patterns that cannot be explained on the basis of simple stochastic models and indepen-
dent random variables. The existing demand for provision of quality of service guafrfmemternet
connections, motivates looking into methodologies for modeling and forecasting traffic on the Internet.
The temporal correlation exhibited by data traffic is a primary feature that influences the performance of
queueing systems! 6], The causality of traffic correlation and methods for incorporating this feature

into a traffic model are therefore important considerations.

Previous studies on traffic measurements have considered the characterization of aggregate traffic as
measured at an outgoing or incoming link of a router connected to the Internet. Leland et. al. [3] analyzed
aggregate Ethernet traffic and showed that the traffic exhibits correlation over time scales ranging from
seconds to hours. This absence of reduction of traffic structure under smoothing was found to be charac-
teristic of features represented by a self-similar process. Paxson and Floyd [2] in their analysis of wide-

area network traffic observed that a few file transfer protocol (FTP) connections characterized by the



largest bursts were the dominant byte rate contributors to the aggregate traffic. The reasons for persistence
of correlation over long time scales and the influence of a subset of connections on the aggregate process

may be better understood if the traffic is first analyzed in terms of its individual components.

In this paper, we examine the aforementioned issues by considering the characteristics of compo-
nent processes that make up the aggregate traffic. The protocol type and packet size ranges are found to be
useful traffic features for decomposition of the aggregate process. We find that the traffic correlation is
primarily due to TCP traffic which represents abd886 of the traffic mix. The traffic measurements
considered are from two network sites, one representing traffic from a wide-area network and the other
being the Bellcore Ethernet traffic analyzed in [3]. Section 2.0 discusses the traffic measurements and
methods used to disaggregate the traffic into separate processes. The spectral and time domain character-
istics of TCP traffic are discussed and a hypothesis is proposed for the observations. Section 3.0 describes
the fitting and validation of a threshold autoregressive process as a traffic model. In Section 4.0 a hypothe-

sis for TCP traffic patterns is proposed. Section 5.0 concludes the paper.

2. TRAFFIC MEASUREMENTS AND ANALYSIS METHODS

We consider traffic measurements made on two different networks. The first set referred to as
WAN-1represents traffic collected from the FDDI interface at FIX-West (Federal Internet Exchange) and
MAE-West interconnection facility located at NASA-Ames Research Center in California on November
20, 1997. These facilities supports the exchange of traffic between national, regional, commercial and fed-
eral service providers. The traffic was collected at an OC-3 link between two gigaswitches on an FDDI
LAN, that connect MAE-West and FIX-West facilities. The traffic collection was made using the
OC3MON utility [ http://www.nlanr.net/NA/Oc3moi. This system uses an optical splitter to connect
from an OC3 link to an ATM network interface card residing on a PC. The OC3MON software extracts
headers from packet traces and applies timestamps. This data is obtained from the National Laboratory
for Applied Networking Research (NLANR) public-domain archive hdtp://moat.nlanr.net/Traces
From the packet header traces\WAN-1, we are able to determine the time-stamp, the packet size, pro-

tocol type, source and destination addresses and port numbers.

The second set referred to &&\N-1 represents Bellcore Ethernet traffic measurements made on
the BellCore Lan in 1989. In this case only packet time stamps and packet sizes are available for analysis.

We consider this trace primarily to show that the traffic measurements made in 1997 show remarkable



similarity in traffic features to the measurements made in 1989. In this time period what has changed sig-
nificantly is the base of Internet users whereas the technology supporting network protocols, routing and
switching operations have remained essentially unchanged. This suggests that the protocols may have a

significant influence in shaping the patterns in Internet traffic.

We first consider the analysis of the more recatN-1 data. A contiguous trace of four million
packets is considered, which corresponds to a time duration of about 352 seconds. The average and peak
arrival rates of this data set are approximately 37 and 96 Mbps respectively. Based on the protocol field
information, it is determined that TCP, UDP (User Datagram) and IP (IP in IP encapsulation) protocols
constitute98% of the traffic mix. The inter-arrival times and packet sizes of these individual protocols
show distinct characteristics. In particular, TCP traffic is found to be the dominant contributor to the byte
rate of the arrival process. In Fig. 1(a), we depict the autocorrelation estimates (acf) for the aggregate
process which is to be compared to the acf estimates for the TCP, UDP, IP/IP traffic and remaining traffic
in Figs. 1(b-e). It is clear that at this time scale, TCP packets exhibit the strongest correlation pattern, and
this is inherited by the aggregate process. Based on these observations we restrict further analysis to TCP

based traffic.
2.1 Spectral and Amplitude Characteristics of TCP traffic

By considering the analysis of TCP packets, a further decomposition of the aggregate TCP process
may be undertaken by considering additional traffic features such as source and destination addresses and
port identifiers. However, the large number of connections , more than 28,000 in this data set alone can
complicate our understanding of the traffic dynamics. Rather, we note that TCP flows may be character-
ized into basically two types of connections. These are connections where the source is primarily sending
data segments (Ex. http, ftp servers) or connections where the source is primarily acknowledging data
received (clients downloading from the Web or ftp servers). In the first case, one may expect the packet
size distribution of individual connections to correspond to TCP segment sizes which can range from a
minimum segment size @52 bytes to the maximum frame size supported by the LAN on which the
application resides,such 2500bytes for Ethernet networks. In the second case, the ack packets are typ-
ically 40 bytes in length. Fig. 2 shows the distribution of TCP packet sizes. The clustering of packets

around40, 552 576and1500bytes result from the aggregation of TCP flows from servers and clients.

A second level of traffic decomposition is proposed based on our hypothesis of flow types being



characterized by the packet size ranges. We partition the aggregate traffic into three classes representing
the range of packet sizes [0:200], [200:2000] and [2000:maximum] bytes. These are referied td, as

MB_1 and HB_1 respectively. This level of coarseness in partition was found sufficient to distinguish
between dynamics in the different ranges. One may expect that the characteristic time-scales of data and
ack streams to be influenced by different phenomenon. For a server transmitting data, the rate of trans-
mission is dictated by the ack round-trip-times (RTTs) for that connection and the corresponding behavior
of the TCP congestion window. The ack streams would be similarly influenced, but by the transit delay
time-scales over a separate link. These features are determined by examining the spectral characteristics
in the individual processes. To gauge the spectral behavior at the highest resolution the sampling rate is
chosen to be of the order of the average inter-arrival time, which is approximately one millisecond. Fig. 3
shows the estimates of the Fourier amplitudelslBf 1in decibels relative to the dc amplitude. In Fig. 3,

the horizontal axis represents the frequency in radians. The traffic corresponditiy foshows the
presence of a fundamental frequencyldf 93hz and its higher harmonics. A characteristic time period

of 0. 08seconds can therefore be attributed to this traffic class. This parameter determines the sampling
or aggregation time scale that must be considered for casting the traffic in time-series form. We consider a
time scale of). 01seconds that will be sufficient to resolve the dominant spectral amplitudes correspond-
ing to the fundamental, the first and third harmonics. The spectral estimatb4Bfot although of

weaker magnitudes also show the presence of low frequency harmonics with time periods ranging from

0.5 seconds to 42 seconds.

Based on the choice @it = 0. Olas the traffic aggregation time scale for all three traffic classes,
the time domain features of the three traffic classes are considered next. The autocorrelation estimates of
LB 1, MB_landHB_1are shown in Figs. 4(a-c). The dominant correlation structure of the aggregate
TCP process may now be attributed to a class of packet sizes belongfiiy fio which comprises only
about2% of the entire set of TCP packets. Based on the observations of the structure in the acf estimates,
linear time-series models may be determined for each of these traffic classes. Time-series models for net-
work traffic using autoregressive moving average (ARMA) processes have been applied in BaU. et. al.
First the verification of linearity assumptions in the traffic amplitudes must be conducted. The sample
acfs represent linear dependence in the time-series data. To test for nonlinear behavior, conditional statis-
tics as given by sample regression functiGhswill be considered. The lag regression function is

defined as



rj = E[anxn—j = X] 1)
When the random variableé are Gaussian distributed, this regression function is always linear and

is determined by the first two moments. Examples of estimatesfof various values of the lag parame-

ter for theLB_1, MB_1andHB_1are depicted in Fig. 5(a-c). The horizontal axis represents a partition

of the amplitude range of the time series into a finite set of disjoint sets. The vertical axis represents the
functionr; determined by calculating the average of all samples that satisfy the regression constraint.
For theLB_1and MB_1 data sequence, the linear trends are dominant in most of amplitude regime. For
HB_1in Fig. 5(a) clear departures from linearity are observed forlagsand8, which are representa-

tive of the lags at which the acf estimates are dominant. The pattern of the regression functions indicate
that non-linear models must be considered to incorporate the amplitude dependent features in the traffic.
The non-linearity in theHB_1 data may be modeled using piece-wise linear models over appropriately
selected amplitude regimes. This can be carried out using the threshold autoregressive process (AR) pro-
posed by Tond?! as the basic model. Since this model incorporates linear autoregressive models within
specified amplitude regimes, the traffic models for the three clés3e$, MB_1 and HB_1 may be

integrated into a single traffic model. A discussion of modeling procedure is considered next.

3. THRESHOLD AUTOREGRESSIVE MODELS

The threshold autoregressive (TAR) model proposed by Tong [9], is a nonlinear model comprised
of linear AR models which are valid in disjoint subregions in amplitude. At a given time the subregion
selected will depend on the amplitudes observed over lagged time values. The TAR models and its vari-
ants have been successfully applied for modeling time-series data exhibiting cyclical properties and long-

range-dependence propertit,

The modeling will be carried out on the aggregate TCP traffic with basic structure being dictated by
the knowledge of the features in th8 1, MB_1andHB 1 data classes. The model considered here
will incorporate two amplitude ranges, one representing the cla&esand MB_1 and another repre-
senting the clasklB_1 They will be denoted as lo{L) and high(H) amplitude states. The choice of
the appropriate threshofdbetween these states will be determined during the model fitting. In the low-
state the times-series takes on valleg(0,r], and the high state accommodates amplitddef , 00).

In addition a delay valud will be used in the conditional switching between the low and high states. The

use of one delay value and one threshold will result in two amplitude subregions, labie|edtese the



index | takes on values of one and two. The TAR model allows one to change the parameters of the AR
process over time by virtue of the switching rule. This is done based on the amplitude of the time-series
at delayed values. Within each of the subregi®pshe process evolves as a stable AR process, governed

by the correlations within that region.

The current value of the byte-rate at timavill be governed by an autoregressive process of order

o ki -
x(m=ag' +3a” x(n-i)+e(n)  x(n-d)OR @

Here the ternej(n) represents samples derived from an independent identically distributed random pro-
cess having zero mean and finite variance. When subregion constraints are violated, the process is
switched to the subregion model that obeys the proper amplitude and delay constraints. Extended
sojourns in the high byte-rate state is an important feature in performance management, whereas dwell-
time in the low byte-rate state has impact on multiplexing efficiency. Therefore the thresholds and delay

parameters should be carefully chosen to capture the critical elements of the observed dynamics.
3.1 TAR Model Parameter Selection

To construct the model, the optimal values pfind the delayd must be selected along with the
coefficients of the local AR processes for each subregion. For a given delay value and threshold parame-
ters, to estimate the local AR parameters, the data is searched for all sefnplémt satisfy the given

amplitude and delay constraintd;. For each cas®;, the sampIeS(ijl, xijz’ XN xij of the time-series
nj

represent then; samples that satisfy constraiRy. Thesen; samples will be denoted by the vector,

>_(j = (xijl, e ,xij )T. For this data, thktjh order linear model coefficients are evaluated.
nj
x) = Al al +¢ (3)
wherea’: (a(j), ai. . ,alj(j)T and Al is an; x k; + 1 matrix comprised of thé; values that lag the ele-

ments ofx’.
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and t_sj = (qjl, ..... ,e}:nj)T is the residual error vector. Sincg > kj, the solution of the system of

equations in Eq. (4) is the least-squares estima@é afd is denoted a@j. The least-squares error,
e=x-Aa (5)
The error variancej2 =g ||2/nj represents the approximate Maximum Likelihood Estimate of the noise

variance for thg™ subregion.

In order the obtain the complete TAR model one must determine the optimal choice of the parame-
ters. To do so, we will use the sum of the Akaike Information Criteria (Bitdf the sub-models as the
performance measure. The process of TAR parameter estimation is that outlined in Tong [9] and will be

briefly described here.

For a given delay parametdrthe threshold amplitudé is sampled uniformly between a range of
amplitudes in the region of the turning points identified through the regression function estimates. For the
aggregate TCP data, this region extends f@in000to 50, 000bytes per unit time. The maximum
model order of the AR model was set equal40. For each subregioRR; we determined the least-
squares estimates of the local AR coefficient using Eqn. (4) for each order ranging from 1 to 40. In each
case the residual erroﬁe% determine the best model order for the subregion using the Akaike Information

Criteria (AIC). The AIC is given by

0 D

AIC(k) = n;In []Ig“(k)llzlnjm+ 2(k+1) (6)
0 D

wheren; is the sample size of the fitted data &nid the candidate model order. The optimum ovidjer

for the j™ sub-model corresponds to the valuthat yields the minimum value for the AIC statistic. We

denote this as Al(k;) for the j™ subregion.

This process is repeated for all subregions and for each vafueTdfe total AIC as a function of



the threshold and delay parameters is computed as

2
AlCya(d, F) = %AIC(kj) 7
J:

The optimal threshold paramefeand AR parameters are selected to be those which yield the minimum
AIC,yia(d, 7). The optimal lag value was found to be equa8tand the optimal threshold was deter-

mined by a local minima in the AIC estimates in the ra32@00— 32600bytes.

In generating the TAR model simulated traffic, only the initial conditions were determined from the
measurements. Subsequent values were generated using the TAR parameter estimates and additive Gaus-
sian noise variables for each subregion. A comparison of the acfs of the data and TAR model results is
shown in Fig. 6. The TAR results were compared with those obtained by fitting a linear AR process. The
required model order weB0 — th, requiring a signficantly higher order AR process representation than
that required by the individual processes in the nonlinear case. In addition, the autocorrelation estimates
were found to be less accurately modeled, with the negative correlations seen to be of much higher magni-
tude than that exhibited by the data. The lack of constraint on amplitude regimes results in the linear pro-
cess taking on the characteristics of the dominant lags and are less influenced by the low correlation esti-

mates from the first subregion.

The analysis of traffic based on decomposition and application of nonlinear autoregressive models
has also been applied on the LAN-1 data representing the Bellcore Ethernet traffic measurements. Details
of this analysis are presentediifl. Since this data consisted only of the time-stamps and packet sizes,
the traffic was decomposed based on packet sizes only. Among the resulting three classes which may be
denoted ad B _2, MB_2 and HB_2, the middleMB_2 range which consisted of packet sizes in the
[80,180) range exhibited strong cyclical trends of peflo8 seconds and nonlinear features in certain
amplitude regimes. A TAR model fit of the data was shown to accurately model the marginal and queue-
ing statistics in the traffic. Although in the case of the Bellcore data a more complex TAR process, charac-
terized by three delay parameters was found to be required. The TAR model fiMiBtl&acf estimates
is shown in Fig. 7. The performance of the TAR model was also evaluated with respect to losses in a finite
buffer queue. These results are depicted in Fig. 8. Both marginal statistics and loss probabilities were

found to be reasonably well captured by the nonlinear autoregressive model.



4. TCP Congestion Control Mechanism and Traffic Shaping Effects

The observation of deterministic cyclical trends in TCP traffic motivates the consideration of the
impact that TCP control mechanisms may have in shaping traffic. Here we offer a qualitative explanation
for the observed TCP patterns. TCP congestion control process maintains a time-varying window contain-
ing segments marked for transmission. This send window size is the minimum of the receiver advertised
window and a congestion window size maintained by the source TCP. At each instant that TCP transmits
a segment, it starts a timer and waits for an ACK. The retransmission time out (RTO) is calculated using

the adaptive retransmission algorithm,

r[n] =r[n-1]+g(e[n] - r[n-1])

v[n] =vin-1] +h(le[n] —=r[n-1]| - v[n-1])
wherer[n] is the estimate of the round-trip-time (RTE]N] is the RTT measurement[n] is the esti-
mate of RTT deviation,g and h are smoothing factors. The RTO is then set equal to
RTO=r[n] + Kv[n]. In current implementationg} = 0. 125 h = 0. 25andK = 4. The estimates[n]
are essentially first-order autoregressive processes with an AR parameter ehudl.tdhe expected
value ofr [K] converges to the mean value of the driving noise pragfédsand is an unbiased estimator.
The variance of [K] is equal to the variance efk] scaled by a factor aj/1 — g. Small variability in the
measurementg[K], translates to accurate estimates of the ack round trip times. As a result, in the limit as
the RTT deviations tend to zero, the congestion window continues to grow at a deterministic rate gov-
erned by the mean round-trip-time of the acks. This is the situation one may see when the sequence of
acks during their return path progress through a congested node and experience near deterministic delays
in these nodes which are running close to full buffer occupancy. This feature while increasing the magni-
tude of the ack delays, reduces their variability resulting in deterministic and periodic transmission rates

at the source TCP.

The almve hypothesis was tested by a simulation study using the TCP implementation in the MIL3
OPNET network design and modeling system. This simulation considered a single TCP source node
capable of transmitting a continuous stream of data and a receive node of infinite window size. The
delays experienced by the acks were controlled by varying the congestion level at an intermediate node in

the return path. In the congested state, the ack round-trip-times approach a Gaussian distribution, with a
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mean value governed by the size of the buffer in the congested node. The variance of this distribution
decreases with increase in congestion level. The behavior of the TCP congestion window in this state is
depicted in Fig. 9. It is seen to exhibit a linear increase in its size with time. The reduced variability in the
estimates[ k] prevents the occurrence of retransmissions and the congestion window therefore continues
to grow. In this linear phase, every time an ack is received the congestion window increases by one seg-
ment. The source TCP is driven by an application layer stream with Poisson distributed inter-arrivals and
packet sizes. The acf estimates of the traffic that is generated by TCP is depicted in Fig. 10. An uncorre-
lated source stream is seen to be modulated into cyclical patterns through the influence of the congestion
control dynamics. The periodicity in the ack round-trip times is seen to be mapped into a periodic trans-
mission rate on the part of TCP. These mechanisms may be considered in trying to identify the causality

of periodic components in TCP traffic.

5. CONCLUSIONS

This paper has presented a methodology for analyzing and modeling TCP traffic. Traffic analysis
was carried out based on the decomposition of aggregate traffic using protocol type and packet size as fea-
tures. This process was shown to provide an understanding of the origin of deterministic cyclical trends in
the aggregate traffic. Periodic signals with time period3. &and0. 8seconds were found to be domi-
nant in the wide-area and local-area network traffic respectively. These components were found to be pre-
sent in distinct amplitude ranges of the traffic arrival rate process. As a result non-linear autoregressive
models were found to be appropriate to model the local dynamics in different amplitude regimes. A brief
gualitative analysis of TCP dynamics provided one explanation for the existence of cyclical patterns in
TCP traffic. This feature can result due to the periodic growth of the TCP congestion window in response

to ack round trip times that approach deterministic values in the presence of congestion in the return path.
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