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Abstract

A statistical analysis of Internet traffic measurements
from a campus site is carried out to examine the influ-
ence of the constituent protocols and applications on the
characteristics of the aggregate stream and on packet
loss statistics. While TCP remains the dominant traffic
protocol through all hours of the day, a mixture of both
well-known (http, ftp, nntp and smtp) and less known
applications contribute significant portions to the TCP
traffic mix. Statistical tests show that the aggregate
TCP packet arrival process exhibits both non-stationary
and nonlinear features. By filtering a subset of the ap-
plications found to exhibit non-stationary features from
the aggregate process, a stationary traffic stream is de-
rived. This filtered traffic process is modeled using non-
linear threshold autoregressive processes. The traffic
model is shown to provide good agreement with the
measurement trace in the packet loss statistics. The pro-
posed parametric model allows the design of traffic
shapers and provides a simple and accurate approach
for simulating Internet data traffic patterns.

1. Introduction

Accurate modeling of the offered traffic load is
the first step towards the goal of optimizing resource al-
location such that provision of services complies with
the quality of service (QoS) constraints while maintain-
ing maximum network utilization. Traffic modeling is
also necessary for traffic forecasting and engineering fu-
ture network capacity. Traffic measurement studies
have amply demonstrated the complexity inherent in da-
ta traffic patterns [1,2,3]. Data packet arrivals are found
to be correlated over both short and long-time scales.
These features generally result from the arrival of bursts
of packets of comparable size, often leading to high in-
stantaneous arrival rates. Traffic modeling studies have
attempted to capture the long range dependence features
through self-similar fractal processes. However these
models require that the underlying traffic process exhibit

properties of time-stationarity and linearity in its arrival
rates. The stationarity assumption may not be easily
made if one considers that both the number of sources
generating traffic and the application mix change signifi-
cantly with time. In addition, the statistical analysis is
typically carried out on aggregated traffic measurements
in which different applications and protocols are merged
into a common traffic stream for analysis. To what de-
gree this level of aggregation impacts the statistical fea-
tures of traffic has not been investigated, to the best of
our knowledge. It is shown in this paper that applica-
tions such as FTP can generate a sustained file transfer
process that can exist for tens of seconds and cause the
traffic correlation to decay very slowly in time. The rela-
tive burst sizes generated by different applications is,
therefore, an important consideration in the aggregation
of such traffic.

To effectively implement differentiated and con-
trolled load services at a network edge, it is necessary to
identify the level of traffic aggregation that allows a ro-
bust traffic characterization that can be used for control-
ling the performance of queues. The approach present-
ed here is to filter out from the aggregate traffic stream
applications that exhibit significant nonstationary behav-
ior and then fit the filtered stationary process with a
parametric time series model. Such a model will allow
for traffic prediction and forecasting. An example of a
data traffic shaper that uses the time series parameters
for controlling the correlation structure of the aggregate
stream is demonstrated.

In Section 2.0, the relevant statistical features of
the Internet traffic measurements analyzed in this work
is presented. A stationarity test is used to identify appli-
cations that will require to be filtered from the aggregate
traffic stream. Section 3.0 describes the fitting of a non-
linear time series model to the filtered traffic process.
Section 3.1 compares the queuing performance of the
simulated traffic with measurements. An application of
the time series parameters in a traffic shaper is presented
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in Section 4.0. Section 5.0 concludes the paper. represents the application being transported by TCP.
The well known applications in these data files are Hy-
2. Statistical Features of Internet Traffic pertext Transport Protocol (HTTP, port 80), File Trans-

fer Protocol (FTP, port 20), Network News Transfer
Protocol (NNTP, port 119) and Simple Mail Transfer
Protocol (SMTP, port 25). Figure 1 displays the cumula-
tive percentage of TCP traffic volume in bytes that is
generated by each of these protocols around the 4p.m.
peak hour in each day. The horizontal axis represents
the measurement date. The well-known protocols typi-
cally contribute 70-80% of the total traffic volume dur-
ing the week days. However, the combination of the less
well-known Other applications are seen to also have a
non-negligible influence in byte count to the aggregate
traffic. These individual applications are generated by
different source dynamics, packet sizes and interarrival
time scales. In addition the traffic burst sizes may exhib-
it a wide variance between applications. An indiscrimi-
nate aggregation of these traffic streams may not neces-
sarily lead to a homogeneous flow that optimizes the use
of network bandwidth. To further characterize this traf-
fic mix the application level traffic statistics are exam-
ined on a finer time scale by considering a continuous
trace of two hour duration.

The traffic measurements analyzed in this work
are obtained at the junction where Ohio State University
(OSU) connects to the vBNS (very high-performance
Backbone Network Services). The data represent the ag-
gregate traffic flowing from the OSU local area net-
works towards the vBNS backbone. The vBNS consists
of an OC12 backbone and interconnects NSF-supported
supercomputer centers, research and educational institu-
tions and government sponsored networks. The mea-
surements are collected using the OC3MON utility [4].
OC3MON is a programmable data collection and analy-
sis tool developed by MCI and the National Laboratory
for Networking Research (NLANR). Two network inter-
face cards independently capture the traffic received and
transmitted by the switch connecting OSU to vBNS.
The OC3MON software extracts headers from packet
traces and applies timestamps. The trace files are made
available to the public at the archive
http://moat.nlanr.net/TracesThese trace files are typi-
cally two minute duration samples. For this analysis an
additional two hour trace was obtained from NLANR.

2.1. Long-term Traffic Trends

The traffic that flows in the direction from O
to vBNS is analyzed. First the long-term statistict
two weeks of data from March 1, 1999 to March
1999 are examined. This is motivated in part by
need for detection of invariant traffic features that ca
used for high level traffic management. The daily tr
pattern is represented by eight measurement sets
representing approximately two minutes of traffic
obtained at three hour intervals. On examination o
total traffic volume generated in each measurement
was evident that the peak usage typically occurs ar
4 p.m and the traffic dips to a minima in the 4 - 7
time frame. Other consistent features on the hourly
scale were the dominance of TCP traffic typically ¢
tributing over 95% of the total traffic volume through
the day and followed by UDP protocol traffic at
2-5% level which drops in volume significantly during
the off-peak hours. Since TCP controls the queueing
performance further analysis is focussed on the TCP
packets.
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Fig. 1 Traffic distribution per TCP application during
peak usage (4 pm).(3/1/99 - 3/14/99)

The traffic measurements provide the time-stamp, 2.2. Statistics of the Packet Arrival Process

packet size and protocol type, information on the source To facilitate the analysis of individual application
and destination ports and addresses. Further traffic clas- streams, the two hour packet trace was mapped to a time
sification is based on the source port numbers which series by aggregating the packet arrivals over successive
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non-overlapping time periods of duration 0.1 second.
Traffic aggregation schemes must be designed to mini-
mize queueing delays and losses while maintaining a
reasonable level of network utilization. When stationary
traffic arrival processes with randomly distributed burst
patterns are multiplexed, it can be shown that the vari-

ance of the superposed stream reduces as the number of

multiplexed sources is increased. This feature is ¢
able since it serves to imgwe the queueing perfo
mance in a switch buffer. If however, the arrival proc
es deviate from the properties of stationarity and
domness traffic aggregation may not lead to impr
performance. In addition to stationary features the
pendence in traffic stream is also important, since
impacts the approach taken towards traffic mode
Typically traffic autocorrelations are examined

proposing models. This statistic fails to indicate p
ence of nonlinear features in the data which may
lead to traffic nonstationarity. Therefore the basic ¢
acteristics of stationarity and linearity of the time se
is examined at the application level.

2.2.1. Stationary TestThe traffic stationarity is dete
mined by examining the variation of a sequence @

rival rates estimated using non-overlapping window
fixed duration. The window size determines the time-
scale of stationarity. For a fixed window sizg the set

of mean arrival rates&}, i =1,2,.. N were deter-
mined, whereN represents the number of window seg-
ments that result from the time series. The sequence of
g; for the aggregate time series may be examined visual-
ly for underlying trends and tested quantitatively under
the hypothesis that eadq is an independent sample
value of a random variable. Under this hypothesis the
variations in the sample values will be random and
exhibit no trends. Then the number of runs in the se-
guence relative to, say the median value will be as ex-
pected for a sequence of independent observations of
the random variable [5]. If the probability of remaining
below or alove the median value remain unchanged
from oneag; to the next, then the sampling distribution
of the number of runs in the sequenceapomay be de-
termined and tabulated for various confidence intervals.
This is referred to as the run-test. In applying this test to
the traffic data, the temporal correlation of the time se-
ries must be taken into consideration and the selection
of the time windowrg should be governed by the maxi-
mum correlation time scale we wish to accomodate in
our traffic model. The value of is selected in the range

of 36— 72 seconds, yielding 200 and 100 valuesyof
respectively. For each,, the number of runs o, rela-

o
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tive to the median were determined and evaluated
against the expected number for a 95% confidence inter-
val.

The results of the run test fdf = 100 are shown
in Figure 2.
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Fig. 2 Stationarity test(numbers are application port ids;
agg:aggregate traffic)

The two solid lines depict the range from [42-59] for
which the stationarity hypothesis would be accepted.
The stationarity test was conducted for the aggregate
time series denoteAGG and for each individual time
series constructed for the applications. These applica-
tions are represented in Figure 2 using the port numbers.
The application ports highlighted in the figure are the
top ten applications that contribute to over 85% of the
TCP traffic process. It is seen that while the aggregate
TCP process exhibits significant deviation from station-
arity, the applications corresponding to the ports {
80, 119, 23,514,110 } approach the boundaries of being
accepted as stationary processes. Applications such as
FTP (20) exhibit significant deviation from stationarity.
A closer examination of the FTP time series showed the
presence of one long file-transfer burst existing for over
ten seconds, leading to a strong contribution to the total
traffic and deviating from random process properties.
The breakup in traffic percentage of each application is
tabulated in Table I. For the remainder of this paper, we
will consider the analysis and modeling of the stationary
process obtained by aggregating the applications that in-
dividually satisfy conditions of stationarity.
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Table 1: Percentage of traffic from different applications

Port ID | Traffic Fraction (%
80 43.37
20 19.87
119 10.84
25 6.11
112 4.44
110 0.91
443 0.75
554 0.56
23 0.49
514 0.29

2.2.2. Linearity TestWe consider the TCP traffic ar-
rival process obtained by filtering out application pro-
cesses identified to exhibit nonstationary features. The
normalized autocorrelation function (NACF) of this fil-
tered process may be compared to that of the aggregate
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Fig. 3 Comparison of ACFs of aggregate and filtered
traffic processes.

TCP stream in Figure 3. The removal of nonstationary
components is seen to lead to a significant reduction in
the temporal correlation of the packet arrival process.
The NACF is a measure of linear dependence between
the random variates of the time series and can suggest a
choice of linear predictive models such as autoregres-
sive and/or moving average (ARMA) models that can
capture the observed correlation function. These mod-
els generally require that the model errors be Gaussian
distributed. Therefore tests of linearity and normality of
the data will have to be confirmed before such models
are hypothesized.

To verify linearity and in the process rule out non-
linear dependence conditional statistics as given by sam-
ple regression functions [6] are obtained. The jlag-

gression function of a time series, is defined as

ri = E[Xp|Xn-j=x]. The estimates ofr; for
j=1,2,3,4 are depicted in Figure 4. The horizontal
axis represents a partition of the amplitude range of the
time series into a finite set of disjoint sets. The vertical
axis represents the function determined by calculat-
ing an average of all samples that satisfy the regression
constraint. For Gaussian distributed linear processes,
the regression functions exhibit a linear trend. The re-
gression functions depicted in Figure 4 show a deviation
from linear structure. It was found that if one ignores the
nonlinear dependence and fits the best linear ARMA
model to the measurements, this model fails to capture
the variability and the index of dispersion of the arrival
process and significantly underestimates the bit loss
statistics in a queue. Figure 4 indicates that a piece-wise
linear model may be more appropriate to capture the de-
pendence structure in the time series amplitudes. In par-
ticular, the regression functions suggest that the ampli-
tudes below and alve achosen threshold level exhibit
differing correlation structures as evidenced by the
change in their slopes. This is important from a network
operating perspective since it indicates that traffic fea-
tures in the state leading to congestion may be differen-
tiated from that of more benign states, allowing the de-
sign of more robust predictive models. In the next sec-
tion, we propose a nonlinear time series model that can
describe the observed traffic nonlinearities.
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Fig. 4 Regression functions, j=1,2,3,4

3. Threshold Autoregressive (TAR) Models

The threshold autoregressive model (TAR) is pro-
posed and is a nonlinear model comprised of a set of
linear AR models which are valid in disjoint subregions
of the time series amplitude. At a given time the esti-
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mated traffic amplitude will be based on the AR process
that governs a particular subregion. This subregion is

and the delay must be selected along with the coeffi-
cients of the local AR processes for each subregion.

selected based on the amplitudes observed over previous This is accomplished by varyirdyandr”over a selected

time values. These lagged observations serve as a deci-
sion criteria for generating the current traffic estimate.
The TAR model and its variants have been successfully
applied for modeling time series data exhibiting cyclical
properties and long-range dependence [7].

The model considered here will incorporate two
amplitude ranges denoted as low) @nd high H) am-
plitude states. In the low state the traffic takes on values
L: (0,F], wherer"is a threshold value. The high state
accommodates amplitudés: [f, 00). In addition a de-
lay valued will be used to determine the state of the
process. The combination of two amplitude regimes and
a single delay will result in two subregions that describe
the time series. These subregions are denoted as
R; j =1,2. The governing AR procesgn) at timen is
selected based on the amplitude of the time series at the
lagged amplitudex(n — d).

For each of theR; the process evolves as a stable
AR process, governed by the correlations within that re-
gion. The current value of the byte rate at timaill be
governed by an autoregressive process of deder

ki .
x(n) = a(j) + > alx(n—i)+el(n)
i=1

)

: ) ki
when x(n-d) OR;. Here theal=y4'[1-3 a]
=

where i) anda/ , i =1 represent mean value and AR
coefficients of the stationary process in subredign

The terme!(n) represents residual errors assumed to be
derived from an independent identically distributed ran-
dom process having a zero mean and finite variatice
When subregion constraints are violated, the process is
switched to the subregion model that obeys the proper
amplitude and delay constraints. The delay parameter
affords the flexibility of capturing persistence phe-
nomenon at the required amplitudes. Extended sojourn
in the high byte rate state is an important feature in de-
lay management, whereas dwell-time in the low byte-
rate state has impact on multiplexing efficiency. There-
fore, the thresholds and delay parameters should be
carefully chosen to capture these critical elements in the
traffic variation.

3.1. TAR Model Parameter Selection

To construct the model, the optimal valuesr of ~

range and for each such pair, the local AR coefficient
vector @', and the residual error varianaé are deter-
mined using least squares estimators. The process of
TAR parameter estimation is that outlined in Tong [8].

To estimate the local AR parameters, the data is
searched for all samplegn) that satisfy the given am-
plitude and delay constraing. For eachR;, the vector
xh=(x, ... ,xi‘nj)T contains then; time series samples
that satisfy constrainR;. For this data, thek‘jh order
linear model coefficients are evaluated.

)

where a’: (al,al. ... ,a;J)T and Al is an; x (k; +1)
matrix with each row comprised of the values that lag

the elements ok’ ande! = (¢ ,...,e )T is the residu-

al error vector. Since; > k;, the sojlution of the sys-
tem of equations in Eq. (2) is the least squares estimate
of al, denoted as’. The error variances? = ||€'|P/n;

is determined as the approximate Maximum Likelihood
Estimate of the noise variance.

For the fixed delayl, the threshold amplitudeis
sampled uniformly in the range 50000 and 70000 bytes
in intervals of 5000 bytes. This range is selected to vary
about the average value of the time series. The delay
was varied from one to four lags. The maximum allow-
able model order of the AR process was selected to be
30, allowing for correlations upto three second time
scales. For each subregiBythe least squares estimates
of the local AR coefficients was determined using Eq.
(2). The optimum ordek; for the i submodel corre-
sponds to the valule that yields the minimum value for
the Akaike Information Criteria (AIC) statistialC(k;)

[9]. This process is repeated for all subregions, for each
value ofr"andd. The total AIC as a function of the
threshold and delay parameters is computed as

2
AlCoq(d, ) = 3~ AIC(k;). The optimal threshold pa-
=1

rameterr; delay d and AR parameters are those that
yield the minimumAIC,y,(d, f). This process resulted
ind=1, F=70000,k; =21 , k, =9. Although these
appear to be high order processes, an examination of the
magnitudes ofr; reveals that only the first three AR co-
efficients have dominant magnitudes.

To simulate the TAR process, the initial condi-
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tions were determined from the measurements. Subse-
guent values were generated using the TAR parameter
estimates and additive noise variables for each subre-
gion. The noise process was derived from the empirical

distributions of the error residuals obtained during the

fitting of the measurements to the model. These distribu-
tions were tested for Gaussian statistics and found to
pass this test at acceptable significance levels. In the
simulation, any negative values that resulted were set to
be equal to a preset minimum as determined from the
measurements. Results from the TAR model simulation

are presented next.

3.2. Model Evaluation

Several statistical features were derived from the
simulated data and measurements to evaluate the perfor-
mance of the traffic model. The QQ (quantile-quantile)
plots of marginal distributions of the byte-amplitudes
and autocorrelation functions are shown in Figures (5)
and (6). The visual assessment of the QQ plots indicate
a good agreement in the marginal distributions. The acf
plots show that the TAR model captures the trend in the
data up to about 50 lags, a five second timescale. The
TAR model was also found to perform well in capturing
the counting statistics as evaluated by the expected val-
ue and the variance in the number of arrivals as a func-
tion of time up to timescales of five seconds.

To determine if an adequate number of timescales
were represented in the model, the performance of the
model was evaluated in a finite buffer queue, serviced at
a constant rate. The results of the bit-loss-ratio (BLR)
are plotted in Figure 7. The horizontal axis represents
the service rate normalized by the average rate. The bit
loss ratios are depicted for buffer sizes varying from one
millisecond to fifty milliseconds. These results are com-
pared to the losses experienced by driving the queue
with the measurements. The results show that the TAR
model exhibits reasonable agreement in the loss statis-
tics in this range of buffer sizes.

4. TAR Model Based Traffic Shaper

The TAR model has been shown to provide a
simple and reasonably accurate model for simulating
data traffic patterns of the dominant TCP applications
such as http. One of the goals in this traffic analysis
work is to derive implementable algorithms for control-
ling the performance of queues that integrate real-time
(RT) delay sensitive and delay tolerant traffic. In this
context, TCP data traffic may be considered to be delay
tolerant. One approach for controlling the performance

is to shape the TCP traffic to reduce its impact on the
RT flows. A traffic shaper that is parametrized by the
TAR traffic model parameters is proposed. The traffic
shaper is designed to reduce the impact of TCP traffic
correlations on the RT traffic. It is well known that pos-
itive correlations in the arrival process cause perfor-
mance degradation [10]. The time series model pro-
vides a parametric representation of the correlation
structure which allows the design of filters that can
decorrelate the arrival process, prior to the admission in-
to a shared buffer. The process of removing all correla-
tions in the data leading to a sequence of independent
random variates is also referred to as a whitening filter.

The traffic shaping application is depicted in
Fig.8(a), wherex(n) represents the measurement trace
aggregated into a time series at timand c(n) is the
time-varying drain rate of the shaping buffer. The filter
is anm™" order linear predictor ok(n), obtained from

m .
the lagged input samples ag(ny=3 a} x(n-i).
i=1

i=
Herem< k/ the AR order of the input signal in subre-
gion R;. The subregion identification fox(n) is ob-
tained based on the amplitude>dqh —1). The admis-
sion rateC(n) = u + [x(n) — X(n)] is the rate at which
TCP traffic is admitted into the common buffer at time
and varies about a fixed mean arrival ratdf m< ki,

the output proces€(n) is characterized by a reduced
order correlation relative to that afn). The higher the
value ofm the larger will be the delays experienced by
the data in the shaping buffer. The correlation of the
shaped traffic stream fon = 3 and that of the measure-
ment tracex(n) is depicted in Fig.8(b). By shaping the
bursts of the data traffic process in this manner, the mul-
tiplexing of data with delay sensitive traffic in a com-
mon buffer may be accomplished while controlling the
quality of service constraints.

5. Conclusions

Statistical analysis of data traffic measurements
originating from the local area networks of a campus
site has identified that a subset of TCP based applica-
tions induce nonstationary features in the aggregate traf-
fic stream. This feature is problematic for the prediction
and forecasting of traffic statistics. These applications
which consist of FTP, SMTP and other less known ports
are identified through stationarity tests and filtered from
the aggregate process. The resulting traffic stream com-
prises about 60-70% of the traffic and consists primarily
of the well-known http and nntp applications. This fil-
tered traffic stream is modeled as a nonlinear threshold
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autoregressive process. The proposed model captures
the correlation structure in the measurements and shows
reasonable agreement with the packet loss statistics.
The parametric model is shown to be applicable in the

design of traffic shapers that can decorrelate the data
traffic and allow delay management in queues shared

with delay sensitive traffic.
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