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Abstract: This paper provides stability conditions of an uncertain networked control system with both forward control
signal loss and feedback output signal loss. It is assumed that both the forward control signal and the output measurement
signal are intermittent independently, and the remote plant has a model uncertainty. Also, in this paper, an observer-based
controller is used in the remote place because the full states are not accessible. Thus, the main research goal is to analyze
the overall stability of this uncertain intermittent networked system. In the second part of this paper, we consider delay
effects of both forward signal and feedback signal during the network transfer.
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1. INTRODUCTION

Computer network has been popularly used for data
transfer during the past two decades. Due to vari-
ous beneficences, real-time industrial networks such as
DeviceNet, Profibus, FireWire, etc. have emerged as
new technologies for distributed control applications [1].
Most of these industrial networks have been used for re-
mote control applications and factory automation. The
key feature of these industrial networks is to connect sen-
sors, actuators, and controllers as network-wired nodes
[2]. This feature has enabled to reduce the system wiring
by plug and play devices, increase the system agility,
make it ease to diagnose the system, and increase the sys-
tem reliability. However, although there are many benef-
icences of using network for control applications, using
networks brings about new challenge in the point of con-
trol engineering [3]. The main challenge is due to data
congestion, which is caused by lack of a universal clock
between the supervisor and the remote plant, hardware
inherent data delay, and communication constraint such
as channel capacity. The direct effects of data congestion
are data delay between sender and receiver, and the data
loss due to limited traffic line. In fact, there have been
numerous efforts to compensate data congestion in the
name of networked control system (NCS) [4], [5]. How-
ever, main portion of existing works has been devoted to
stability analysis of the NCS system with delay [1], [6],
[71, [8], [9], [10], [11]. With regard to data dropout, in
[12], [13], [14], [15], the data dropout was modelled in
the output feedback channel, i.e., only in network from
the remote sensor to the main controller. Also, in these
works, they have used estimation or filtering techniques
for handling only the intermittent output measurement

[16], [17], [18], [19], [20].

Thus, so far, in authors’ best knowledge, existing liter-
ature has not considered both the forward channel (con-
trol signal) data dropout and the feedback channel (out-
put measurement) data dropout of an uncertain networked
system. Furthermore, even though an observer-based
controller design is necessary in most practical applica-
tions, including NCS, when the system states are not
completely accessible, existing NCS literature has not
considered the observer in the remote controller. Thus,
the main objective of this paper is to analyze the over-
all stability of the observer-based uncertain intermittent
networked system with data dropout. As the second de-
velopment of this paper, to represent the time elapse dur-
ing the network transfer, we will also consider the delay
effect of the uncertain intermittent system.

This paper consists of as follows: In Section 2, we
provide an analysis and a design, and in Section 4. two
examples are given to verify our results. Conclusions are
given in Section 5.

2. FORWARD AND FEEDBACK SIGNAL
DROPOUTS IN UNCERTAIN SYSTEM

In this problem set-up, it is assumed that the remote
plant and the remote controller are connected by a net-
work, which experiences the data dropout. Also, the re-
mote plant is model uncertain and is controlled by a out-
put feedback controller. For the output feedback con-
troller design, we consider an observer. That is, when
we consider linear uncertain networked-system, in state-
space form such as

x(k+1) = (A+ AA)x(k)+ Bud' (k) +v(k) (1)
y(k) = Cx(k)+w(k) 2



the remote controller calculates the control signal u(k)
by the following observer:

#k+1) = Ai(k)+7Bulk) + LFCE(k) — y' (k)
3
uk) = Fi(k) )

where A € R**® B € R™™ and C € R>*™; AA
is uncertainty of the remote plant; L and F' are con-
trol gain matrices; intermittent signals are defined as
v (k) = nu(k) and y'(k) = yy(k) with n € {0,1} and
v € {0,1}; 7 = E(n) and 7 = E(v) are expectations
of 1 and ~; and v(k) and w(k) are zero-mean random
noises. Now, we rewrite  and v such asn = 77 + 77
and v = 7 + 7 where 7 and 7 are zero-mean random
sequences with variances 02 := E(7?) = (1 — 7)7 and
o7 = E(3%) = (1 —7¥)7. Since 1 and -y represent the
data dropout in forward channel and feedback channel re-
spectively, they are not correlated each other. Next, defin-
ing e(k) = z(k) — Z(k), we have an augmented system:

X(k+1) = (H+AH)X(k)+nJX(k)+70X (k)
+Qn(k) 4)

where

xw= 50| =

0 AA}J._{—BF BF}

A+7LC 0
—WBF  A+7BF

0 AA —BF BF

0= [8 Lﬂ;@zz H g];n(k) = {Z((’Z))]

For the stability analysis, we need the following defi-
nition:

Definition 21: System (5) is mean square stable
MSS) if |E(X(k)) —¢q| — 0as k — oo and
|E(X (k)X (k)T) — Q| — 0as k — oo, where g and
Q are fixed constant vector and matrix.

For our main result, we also need the following lemma.

Lemma 21: Assuming AA = 0, the intermittent
networked-system is MSS if and only if there exists pos-
itive definite matrix P = PT > 0 such that
P—HPH" —2JPJ" — g20PO" > 0. (6)

Proof: From Theorem 1 of Kubrusly and Costa [21],
since E(17) = 0, E(77) = 0, and E(¥) = 0, the proof is
immediate. |

For the existence test of P, we need an operator
f: M(n xn) — V(n?), where M(n x n)isn x n
matrix and V(n?) is an array with length of n? [22].
That is, for n X n matrix M = [my,---,m,], we have
fM) = [mT mI ... mI]T. From [22], when we de-
fine A such as: A::H®H+o]€._7®j+of(’)®(’),
where ® is Kronecker product, if p(A) < oo, then there
always exists P = PT > 0 such that (6) holds. Fur-
thermore, for any S = ST > 0, P is calculated as:
P =f7(I — A)~°°f(S)]. Now, based on lemma given
above, we develop a stability condition of an uncertain
data dropout networked-system.

A= |

Theorem 21: Without model uncertainty, let us as-
sume that there exists P = PT > 0 such that Lemma 21
holds. If there exists o > 0 and if

|AA]l <

1
% (=hEPIIPI~ + VITHPIIPIP + o PT)
then the remote plant and controller system is robust
MSS.

Proof: From Lemma 2.1, if and only if there exists
P = PT such that P — (H + AH)P(H + AH)T —
02JPJT —520PO™ > 0, then the model uncertain data
dropout system is robust MSS. Let us say that, for nom-
inal system, there exists P = P” and o > 0 such that
P - HPHT —o2JPJT — JéOPOT = «af. Then, the
following inequality is obtained:

HPAHT + AHPHT + AHPAHT < al. (7)

Now, making operator 2-norm to both sides, we have
IAH|||P|| + 2| AH || HP|| — o < 0. (8)

Since |AH || = v/2||AA||, we have the desired condition
from (8). |

Theorem 2: Let us assume that [ — HHT —o2JJT —
0200" = 5* > 0.1f

1
a4l < 7 (<) + VIEP +T57)

the system is then robust MSS.

Proof: From Lemma 21, simply selecting P = I, if
I - HHT — JEJJT — USOOT = S* > 0, then nom-
inal system is MSS. Now, adding AH, the robust MSS
condition is given as:

S*> HAHT + AHH” + AHAT.

Therefore, by making operator norm to both sides, we
obtain the desired inequality. |

Next, for a designing purpose, we may consider a sub-
optimal controller. From Theorem 22, we need to min-
imize [|[HH" + 02JJ" 4+ 02007 ||. For convenience,
denoting S := HHT + o2JJT + agOOT, U := LC,
V := BF, m11 = (1 + 297 + 372 4 202£2)1,,%n, and
we have a matrix (see the equation (9) at the next page).
44y lyayTly

8(1—m)  +8(1—m)327 L +di2
=51 [2(1 = )€ — 1], my1 = 1+2ym+y724202€2,
mag = 7262+ (14+7€)? + 2022, we make the following
theorem:

Theorem 23: If the nominal remote plant
x(k+1) = Axz(k)+ Bu(k) (10)

y(k) = Calk) an

is controllable and observable, and if ¥ < 1/|| A||? where
¥ = max{mq1,maa}, then the controllers designed by
V = €A and U = wA guarantee the MSS of the
overall system with an uncertainty, ||AA||, of more than

& (IE) + VTHETZTS).

Now, denoting ¢ :=




s VAT —myvUT 4+ 202VVT

_ [AAT +5AUT + AU AT +5°UUT + 202VVT + o2UUT

—nAVT —ApUuVvT 4 202VVT

PVVT + (A+qV)(A+7V)T + 202V VT ©)

Proof: For the proof, first, we change S5 term such
as —AVT —ARUVT + 202VVT = (—7A - U +
2UZV)VT. Then, we know that U give as
U= ()~ 202V —7A) (12)

makes ||S12]| = 0. Thus, inserting V' = £A into (12), we
obtain U = 7 A. Next, to minimize ||.S||, we use the trace
of S such as
trace(S) = trace[AAT +7AUT + FUAT +5*UUT
+202VVT + 2UUT + VT
+(A+V)A+7V)" + 202V VT
(13)

Denoting o = (02 +7)(77) 2 and substituting (12) into

(13), and making atr%ﬁ(s)

4oy (vm) 1A

, we have

+8ac?V — 4amjo? A+ 240 + )V
+27A + 27°V. (14)

Simplifying, we have

erc;(s) = (-2 47 '+ 47 A+
(B(1 =)' +8(1 —m)>y " +47°)V.

Then, equalizing atr%ﬁ(s) = 0 and solving this equality,

we obtain V' = £A. Now, since the nominal system is
controllable and observable, we can find F and L such
that BF = £A and LC = wA. We insert V and U into
S, which changes S in a diagonal matrix form (see the
equation (15) at the next page).

Finally, since m; > 0, maa > 0, and 9 < 1/|| A%,
1S||=|HHT +02JJ" +02007 || < 1. Thus, the proof
can be completed by Theorem 2. |

From Theorem 23, it is better to make ¢} smaller. How-
ever, 9 depends on both 7 and 7. Fig. 1 shows 9 vs. 7
and 7. From this plot, we see that the system will be
mostly stable with ¥ = 77 = 1 (i.e., when there are no
intermittent signals). Also, even though ¥ increases as 77
decreases, v increases more rapidly as 7 decreases. Thus,
from this result, it can be concluded that the output mea-
surement loss damages to the system stability more seri-
ously than the control signal loss.

3. DELAYED NETWORK
CONSIDERATION

In this section, it is assumed that the data packet is
delayed during the network transmission. So, the remote
plant and the remote controller are represented as:

« Remote Plant:

z(k+1) = (A+AA)x(k)+ Bnu(k —1) +v(k)
(16)
y(k) = Cux(k)+ w(k) a7

« Remote Controller:
#(k+1) = Az(k)+7nBu(k)
+ L(YCE(k) = yy(k = 1)) (18)

u(k) = Fi(k) (19)
where [ is the delayed amount in the sampling time inter-
val. That is, AT is the sampling time of the networked
system, u(k — [) means that the control signal is delayed
by the amount of [ x AT Similarly, y(k — ) means that
the output signal is delayed by the amount of [ x AT. It
is assumed that the delay is deterministic and the forward
channel and feedback channel have the same delay. Now,
defining e(k) = x(k) — &(k) and introducing augmented
state vectors

SRR AR IR CE AR

we can represent the delayed network system, in a state-
space form such as
Xk+1) = (H+AH)X(k)+ HqX(k—1)
+@n(k)
(20)
where

[A +7BF +5LC —nBF —fyLC}
i = 0 A

AH[AA 0 };Hd[_nBF 7LC+nBF]

0 AA —nBF nBF

o[} § o [.i%).

Here, we define four different cases (i.e., Hq(i),i €
{1,2,3,4}) according to n and ~y such as:

=[5 o] me =[5 ]



|:m11AAT 0

0 Mmoo AAT 0 A

} _ {A O][((1+2fy7r—|—77r2—|—2af§2)Ian 0

|

(€2 + (1 +71)* + 2038%) Lixn

A 01"
0 A}. (15)

Ha(3) = [8 Lﬂ H(4) = {:g;j LCgFBF}

As already commented, 1 and v are random variables.
Thus, the variation of Hy(4) can be modeled by Markov
jump. Also, it is assumed that the probability of change
from ¢-th state to j-th state, denoted as p;;, is known.

Then, as a main development of this paper, we can
make the following theorem:

Theorem 31: For any L and F, if there exist P(i) =
P(#)T > 0and Q(i) = Q(i)T > 0 foralli € {1,2,3,4}
such that Apuas [Q(i) - Hd(i)TP(i)Hd(i)} > 0 and

Amax (=P (1) +Q (1)) +Amax (L[| AA[l /| H ) H J (i) H)
HITOMAAH] + [[AA]) < 0 where P(i) =
>j=1 PigP(§) and J(i) = P(i) + P(i)Ha(i)(Q(i) -
Ha())TP(i)Hy(i)) " Hq(i)T P(i), then the delayed net-
worked system (16) - (19) with control gain matrices L
and [’ is mean square stable.

Proof: From (20), let us use the following Lyapunov
equation:

l

Vie(Xp) = XIP(in) X+ Y X1 Qi) Xy,
7j=1
i € {1727374} (21)

Following [23], we can have the equation (22) (see the
next page).
Thus, if [Q(i) — Hy (i)™ P(i)Ha(i)] > 0, then P (i) +

PO Ha(i) (QU0) — Ha() TP Ha(i))  Ha(i)TP() >
0. Here, using Lemma 4.1 of [24], we obtain an inequal-
ity (see equation (23) at the next page). This completes
the proof. |

If conditions of Theorem 3l hold, then we can also find
the upper boundary of ||A|| such as:

Corollary 31: If there exist L, F', P(i), and Q(7) such
that all conditions of Theorem 31 are satisfied, then the
upper boundary of || A A|| is calculated as shown in equa-
tion (24) (see the next page).

4. SIMULATION ILLUSTRATION
4.1 Example-1

For simulation verification, we use the following ex-
ample (A- matrix was obtained from [18]):

05 0.1 0.5
A= [0.1 —0.5] » B = [0.0] ; C=1[0.0 0.5]

The uncertainty, data dropout, and random noises are
generated using MATLAB command rand. In this test,
n =7 = 0.8; that is, there are 20 percent data dropouts

in forward channel and feedback channel, respectively. In
the design of gain matrices, L and F are selected as L =
[-1.0,0.1]7 and F = [0.1, —1.0] to satisfy the condition
of Theorem 2.2. Using these gain matrices, we calcu-

late L <—||H|| +IHEF HS*||> — 0.3011. There-
fore, if ||AA| < 0.3011, then uncertain data dropout
networked-system is considered robust MSS. From the
numerous tests, for example, with the following uncer-
tain matrix

AA— [0.0719 0.0785 ]

0.0797 —0.2400

which is || AA|| = 0.2590, we have the left plot of Fig. 2.
As an unstable case, for example, with the following un-
certainty

AA— [0.4491 0.1852 ]

0.1884 —0.1354

which is ||AA| = 0.5037, we have the right plot of
Fig. 2.

4.2 Example-2

With 7 = 7 = 0.8, let us consider the following sys-
tem:

A= [0.5 0.1 }B: {0.5 o.o}

0.1 —-0.5 0.0 0.5
0.5 0.0
¢= [0.0 0.5}
From Theorem 23, we design F' and L such as:

o —0.4721 —0.0944

T | —0.0944 04721
I - —1.4861 —0.2972

T —0.2972  1.4861 |’

from which we have ¢ = max{my1,ma2} = 0.6012 and
1/||A||* = 3.8462. Now, since

1
75 (1 + VIHET57) = 0.4494,

as far as ||AA|| < 0.4494, the overall system is MSS.

5. CONCLUSIONS

In this paper, we analyzed mean square stability of a
networked-system that has forward control signal loss,
feedback measurement loss, and uncertain remote plant.
Even though our analysis is simple, the results of this
paper provide several important understanding about the



E{Vig s (Xks)| Xnsib} = Vi (Xi) = XF [=P() + (H + AHYTPG)(H + AH)+

States

(H + )P ) (Q) — Ha(o) PO Ha)

x Ha(i) PO)(H + AH) +Q(i) | X

— X + ABYTPE L) (QU) - Ha) POHAD) — X,

xpm HA)PUEAﬂ

(22)
AWMQJ%Q+<H+AHVPQMH+AH»+U¥+AHFP<Mu@(@@—%n@ﬁﬁﬁﬁuw)A

Ha()) "PQ)(H + AH) +Q(0))

< Amax(=P(i) + Q(i)) + Amax (H + AH)"J(i)(H + AH))

< A (=P (i) + Q1)) + Amax (L+ |AH /| HINVHT J@H) + 1T AH| (1H] + | AH])

= Amax (=P (1) + QD)) + Amax (L + 1AA[/NHIVET T @) H) + | T@ I AA] (1| + | AA]) (23)
IAA] <

e (HP TG H)/[H]| \/(Amx(HTJ(i)H)/IIHH)2 — 4T Amax (=P(@) + Q7)) + Amax (HT J (i) H))

2/|7(3)] 2[|7(3)]
(24)

Fig. 2 Testresults. Left: Stable case. Right: Unstable case.

networked-system. First, in existing works, intermit- .1, Theorem 2, and Theorem 23). Third, there could exist
tent data dropout problem of the output measurement has optimal controllers for L and F', and from our subopti-
been considered. However, from our analysis, the for- mal design, it is shown that the output feedback signal
ward control signal loss should be also considered care- loss could be more damageable to the overall system sta-
fully (see Fig. 1). Second, there is a relationship between bility (see Fig. 1). Although our results are very simple,

the signal loss and the model uncertainty (see Theorem 2. authors believe that this paper has firstly presented a re-



lationship between intermittent data dropouts and model
uncertainty of the remote plant, and an analytical method
for designing a suboptimal controller of an uncertain data
dropout networked-system.

As the second development of this paper, a stability
analysis of networked control system with delay as well
as data dropout was developed. For this development,
we discovered a matrix inequality condition which was
further simplified based on maximum eigenvalue. In our
future efforts, we will provide a simulation illustration
and will verify the results using an actual experimental
test.
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